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POLICY
UTD shall perform periodic technical and non-technical evaluationsstablish the
extent that UTD’s HIPAA Security Policies and Procedurest itieerequirements of the
Security Rule based upon (a) the standards and specifications of theySegleriand (b)
environmental and operational changes affecting the securityeofratic protected
health information (“PHI").

PERSONNEL
Security Officer
Privacy Officer
Director-on-call
Internal Audit Office
System Administrator

Facilities Manager

Senior Management

PROCEDURES
1. Initial Evaluation
a. Before implementing the policies and procedures of this Maimtatnal

Audit shall initiate and oversee the evaluation of each policy and
procedure in this Manual to demonstrate and document compliance with
the Security Rule.
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b.

Internal Audit shall initiate and oversee the evaluation of $TB¢hnical

and physical safeguards put in place to safeguard electronictd®HI
demonstrate and document compliance with the policies and procedures of
this Manual (once the Manual has been certified as being in @l

with the Security Rule) and the requirements of the Security Rule.

This initial evaluation shall be completed no later than one ()jthm
before the implementation date of the policies and procedures in the
Manual.

Internal Audit shall prepare a detailed report regarding eesh af
noncompliance. Internal Audit shall submit the report to the Security
Officer, Privacy Officer, and Callier Center Management.

To the extent that any policy or procedure is not in compliasitethe
Security Rule, the Security Officer shall review and reyntiet area of
noncompliance and present the revision to Callier Center Manageonent f
approval.

To the extent that a technical or physical safeguard isnncompliance
with the policies and the Security Rule, the Security Offgtaall meet
with the Director-on-call or Facilities Manager to resolve ardady any
areas of noncompliance in UTD’s technical or physical safedgudhe
Security Officer shall review any revision to a technical pbiysical
safeguard to determine compliance with the Security Rule.

Any approved changes to a policy or procedure in this Manual lshall
presented to the Security Officer for re-evaluation to determine
compliance with the Security Rule.

2. Implementation Evaluation.

a.

Within the first six months of the implementation of this Manbmeérnal
Audit shall re-evaluate the policies and procedures to determine
compliance by UTD personnel with the policies and procedures in this
Manual and the continued compliance of the policies and procedures with
the Security Rule.

Areas of noncompliance shall be presented to the Security IQffinee
Privacy Officer, and Callier Center Management in a amitteport that
fully describes the noncompliant practices. The Security Offaret
Callier Center Management shall be responsible for addressirayehs

of noncompliance and bringing UTD into compliance with the security
policies and procedures in this Manual and with the Security Rule.

3. Periodic Evaluations
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a.

Internal Audit shall review no less than once a year:

0] Each policy and procedure in this Manual to assure continued
compliance with the Security Rule.

(i) Each technological and physical safeguard to assure codtinue
compliance with this Manual and the Security Rule.

(i) UTD’s compliance with the policies and procedures in this
Manual.

The Security Officer shall assist in such review.

The Security Officer and Callier Center Management sliatess and
remedy any policy, procedure, or safeguard determined not to be
compliant.

The Security Officer and Callier Center Management &leatesponsible

for determining the need to modify a security policy or procedutiglnt

of current threats, available solutions, costs, operation changes, or
environmental changes. The Security Officer and Callier Center
Management shall evaluate security policies or procedurestedf by an
operational change (such as an adoption of new technology) or an
environmental change (such as a newly recognized risk or chanige in t
Security Rule) to determine whether the policy or procedure should be
revised to assure continued compliance with the Security Rule.

If the Security Officer and Callier Center Managemenérd@ne that a
policy or procedure should be modified, the Security Officell skadmit
proposed modifications to Facilities Manager for approval. If approved by
Facilities Manager the revised policy or procedure shall be s$igairto
Internal Audit to determine whether the change complies witlséoairity
Rule.
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