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POLICY

UTD shall incorporate into written Business Associate Agreesneie
requirements of the Security Rule.

PERSONNEL
Security Officer
Privacy Officer
Director-on-call
Director of Procurement Management
Chief Operating Officer
Office of General Counsel
Senior Management

PROCEDURES

1. Personnel ResponsibilitySecurity Officer and Director-on-call shall ensure that
all Business Associate Agreements contain the requirements of thetysBcukl

2. Existing Business Associate Agreements

a. Current Contracts. UTD workforce members shall forward each existing
Business Associate Agreement to the Office of General Couosel
review to determine whether the Business Associate Agreemeiatireont
the requirements set out below in Section 3, as required by theit$ec
Rule.
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b. New Contracts. In connection with creating new Business Associate
Agreements pursuant to Section 16 of the Privacy Manual, the Office of
General Counsel shall ensure that the Business Associate Agteeme
contains the requirements set out below in paragraph 3 of this S@dtion
of this Manual.

3. Security Regquirements in Business Associate Agreemeriach Business
Associate Agreement shall state that the business associate will:

a. implement administrative, physical, and technical safeguand$ t
reasonably and appropriately protect the confidentiality, integaibg
availability of the electronic PHI that it creates, recsjvemaintains, or
transmits on UTD’s behalf;

b. ensure that any agent, including a subcontractor to whom it provides suc
information, agrees to implement reasonable and appropriate safedga
protect it;

C. report to UTD any security incident of which it becomes aware;

d. authorize termination of the Business Associate AgreementTiy i)

UTD determines that the Business Associate has violated aiah&tem
of the contract; and

e. comply with the Privacy Rule requirements described in Sectiof th@
Privacy Manual.

4, Uses and Disclosures by Business Associdtdausiness Associate may use and
disclose PHI for purposes described in Section 16 of the Privacy Manual.
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