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POLICY
A Security Officer shall be appointed to assume responsibility developing,
implementing, maintaining, and monitoring adherence to The Univeo$ityexas at
Dallas’s (UTD) security policies and procedures. Documentaticgecurity personnel
designations will be regularly updated and maintained

PERSONNEL
Security Officer
Privacy Officer
Director on Call
Human Resources Department

Senior Management

Compliance Officer
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PROCEDURES

1.

Security Officer UTD’s Security Officer is Ms. Leah Teutsch, University

Information Security Officer. Ms. Teutsch was appointed by apdrts directly
to UTD’s Executive Director of Information Resources. The Sscufficer
works with the HIPAA Compliance Steering Committee, Privadfic& and
other compliance officials to ensure compliance with the Security Rule.

Qualifications The Security Officer shall have the following qualifications:

a.

b.

appropriate education and experience;

current knowledge of applicable federal and state securitypawacy

laws (including the Security Rule and the Privacy Rule) anceditation
standards, and the latest advancements in information protection
technologies to ensure timely adaptation and compliance by UTD;

knowledge of and experience with electronic security tools and
applications and controlling access to and release of electronic
information;

knowledge in and the ability to apply the principles of health irdtion
management and project management; and

demonstrated organization, facilitation, communication, and presentati
skills.

Job Description The duties of the Security Officer shall include the following:

a.

Work with UTD Senior Management to establish an organization-wide
interdisciplinary HIPAA security task force to advise on the dgvekent,
implementation, and continuing review of security policies and
procedures, as well as assistance with implementation of sepalities

and procedures within each department at UTD. The SecurityeOffic
shall have the primary responsibility on the HIPAA security task force.

Initiate and conduct an internal security program in compliamtethis
Manual.

Identify, implement, and maintain UTD’s security policies armt@dures
in coordination with senior management, UTD’s administration, and the
HIPAA security task force.
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Regularly update and maintain documentation of security personnel
designations and duties, including those for the Security Officet, an
members of the HIPAA security task force.

Perform an annual review of UTD’s internal security controls.

Initiate, facilitate, and promote activities to foster imf@tion security
awareness within UTD.

Ensure that the security policies and procedures are rggidaiewed
and updated.

Analyze whether there are gaps in UTD’s security progradrdatermine
time frames and resources necessary to address such gaps.

Prepare a report on a periodic basis to Compliance Commettyaeding

the status of UTD’s security program and future developmermtatanand
information security to implement and maintain compliance with the
Security Rule and state security regulations.

Assist in the development and implementation of training on UTD’s
security policies and procedures to all covered employees, volsinteer
medical and professional staff, board members, and other appropriate
parties.

Ensure that UTD workforce members are informed when the isecur
policies and procedures are changed or updated.

Conduct ongoing security compliance monitoring activities in
coordination with UTD’s other compliance and operational assessment
functions.

Work with Senior Management and Human Resources Department
regarding the development of appropriate sanctions for failurerply
with security policies and procedures.

Cooperate with the Department of Health and Human Services, fibe Of
for Civil Rights, other legal entities, and UTD’s senior manag@nn any
compliance reviews or investigations.

Perform the duties assigned to the Security Officer in teisur8y
Manual.

Set and track potential performance measures, which shall include:
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a. the number of security incidents;
b. the number of complaints/claims/suits alleging security violations;
C. regulatory fines related to security issues;
d. percentage of workforce members receiving security traiomgme and
according to mandated schedules; and
e. results and outcome of internal security evaluations.
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