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POLICY
UTD shall limit access to its electronic information systethat maintain protected
health information (“PHI”) only to those persons or software progrdmas have been
granted access rights. This policy applies to all computeeragstdesktop systems,
laptops, handheld devices, database servers, application servers, daigenrent
systems, and infrastructure devices from which electronic BHlbe accessed or upon
which it is maintained. All UTD health care operations worlkdopersonnel shall be
familiar with the access control procedures of this policy.

PERSONNEL
Security Officer
Privacy Officer
System Administrator
End User
Callier Center Management

Data Owner

Director-on-call
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PROCEDURES

1.

Unigue User Identification.

a.

Creation. System Administrator shall assign to each UTD workforce
personnel and any other users of UTD’s health care operaglatee
electronic information system a unique user ID to access UdlBttronic
information system upon request and approval by Callier Center
Management.

Temporary Access Rights. If non-UTD employees need access to UTD’s
information systems to perform job functions for UTD, such as
independent contractors, System Administrator shall assign tempora
user ID’s and passwords and their access shall be limited yotloal
information necessary to perform the specific function for which they have
been retained.

Modifying or Terminating Access Rights.

I. A user’s access rights may be modified based upon a chajuje
function or location within the facility or employment status.

il. Students may be provided temporary access (generally sgmes
limited) to UTD’s information systems either for educational or
part-time employment purposes.

ii. Callier Center Management shall notify System Admnaistr and
Security Officer promptly after a change in a User’s flatction,
location, employment or student status. System Administrator and
Security Officer shall promptly modify or disable access, as
applicable.

New Application or System. Before permitting access to any newly
installed application or system, System Administrator shall gardisuch
application or system to comply with password standards, if padbs,
and to require Users to input a unique user ID and password.

Password Standards

a.

Users are responsible for keeping their user IDs and passwords
confidential and are prohibited from sharing their user IDs ansijords

with anyone. Users should not write down their passwords and should
never transmit them in emails or other forms of electronic communication.



b. Passwords shall contain at least seven characters and should eontai
mixture of small letters, capital letters, as well as nusizerd special
characters.

C. Users shall change their passwords on a regular basisegaotHan
annually), and users shall not be allowed to re-use previous passwords.

d. Users should not use passwords that are easily guessable, satilyas f
names, pet names, or birth dates.

3. Role-based AccessAccess to UTD’s electronic information systems shall be
further controlled by a workforce member’s role within UTD, wharacticable.
For members who are only allowed to access certain categdriaformation,
UTD shall assign the access rights to these members. aemneciples of Role-
based Access are set out belsee@lso Section 6.2 of the Privacy Manual):

a. Identify Roles. Callier Center Management and/or Data Owner(s) shall
identify the members of UTD’s workforce that need access 1o Wiich
may include individuals (e.g., a certain clinician or administrator)
groups of individuals (e.g., business office staff) that are emgdoye
volunteers, trainees, and other persons whose conduct, in the performance
of work for UTD, subject to UTD’s security policies, is under theedi
control of UTD, whether or not paid by UTD. Based upon such
identifications, System Administrator shall assign roles defiye@dilier
Center Management, Data Owner(s), and/or Security OfficerllielCa
Center Management, Security Officer, Director-on-call, & ar her
designee shall review the roles on an annual basis and update as necessary.
Callier Center Management and Data Owner(s) shall permesado PHI
only for treatment, payment or healthcare operations as defingdeby
Privacy Rule (Standards for Privacy of Individually Identifiablealtte
Information. 67 Fed. Reg. 53182-53273 (Aug. 14, 2002)).

b. Identify Categories of PHI That Roles Must Access. Callier Center
Management and Data Owner(s), with the support of Securitgedfind
Director-on-call, shall identify and document the electronic, paper,
other forms of PHI to which each individual or group of individuals needs
access consistent with their job responsibilities (roles) @oliy
“Access Rights”). Callier Center Management, Data Oys)eand
Security Officer (or designees) shall review these acdgbss on an
annual basis and update as necessary.

C. Implement Role-based Access. Based upon the assigned role of each user
and that user’s unique login, System Administrator shall limitathiéty
of the user to access only the PHI in files, database, and djopis;aas
described in the Access Rights document issued by Callier Center
Management and Data Owner(s) insofar as such capability is pridvyde



the computer software which provides the medical record and business
functionality used by UTD’s health care operations.

Access Configuration and FirewallsTo limit only authorized external access,
System Administrator shall create and document a standard cotibguia all
servers that include a modem, router, or other external adeese and shall not
modify any server so that it no longer conforms to the starmtarfiguration. In
addition, UTD’s System Administrator shall install and operatireavall on
every system with an Internet or other open network connection. Bewhlfs
shall block the following from accessing UTD’s internal network aralthecare
operations-related electronic information systems:

a. Inbound traffic from a non-authenticated source system with analewti
address of the firewall system itself (except for inbound email).

b. Inbound traffic from a system using a source address thatf@lin the
address ranges set aside in RFC 1918 as being reservediviate pr
networks.

C. Inbound traffic from a non-authenticated source system contshNiMP

(Simple Network Management Protocol) traffic.
d. Inbound traffic containing IP Source Routing information.

e. Inbound or outbound network traffic containing a source or destination
address of 127.0.0.1 (localhost).

f. Inbound or outbound network traffic containing a source or destination
address of 0.0.0.0.

g. Inbound or outbound traffic containing directed broadcast addresses.

h. Inbound traffic with a source address indicating that the padg@ataied
on a network behind the firewall.

Unauthorized DevicesSystem Administrator shall audit by scanning the UTD
network to which the workstations and servers are connected on a sethiym
basis to verify that no unauthorized modems or other communicationsslevic
have been attached. System Administrator shall report taecCdlenter
Management and the Security Officer any unauthorized communicamtses

that System Administrator discovers, and Callier Center Managestzall
impose appropriate sanctions on the person(s) responsible for such unadithorize
devices.

Remote Access Procedure§TD shall allow users to connect remotely to the
information systems in accordance with the procedures below:




Dial-in access to the UTD network is not allowed.

System Administrator, on request and approval of Callier Center
Management, may grant remote network access, either by vrivate
network, remote desktop access or other UTD-approved remote network
access methodology, to Users, who shall be responsible for giving their
remote access connection the same consideration and protectiarsas us
give their onsite connection. Users are responsible for any unaeithori
use or for any breaches of security resulting from usersoteraccess
capability.

7. Addressable Implementation Specifications.

a.

Automaticjai;;  Logoff. System Administrator shall configure all
workstations, all applications with an automatic log off capabilely
remote access sessions, and any other configurable applications t
terminate a session after 15 minutes without any user activity.

Encryption and Decryption. UTD has determined that it is appropriate to
implement encryption on PHI received via UTD’s website. UTallskse
secure socket layer (SSL) encryption on any web page that gathers PHI.

However, UTD has determined that it is not appropriate to enalypHl
transmitted via open networks due to the absence of any standard in this
area and the difficulty in communicating with clients, providers, mayor
and business associates. Security Officer shall reviewdétesmination

on an annual basis to determine whether it is reasonable and apprtpriat
implement encryption on all transmissions containing PHI over an open
network.
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